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Introduction 

The public entrusts the NHS with its confidential information, and whilst appropriate sharing is 
necessary in order to provide the highest quality of health care, the public generally expects 
that their confidential information will not be shared without their consent. 

There are, however, circumstances where their confidential information must be shared if they 
are going to receive high quality NHS care.  For example, a patient presenting a prescription for 
dispensing in a community pharmacy will be aware that the pharmacist and other members of 
the pharmacy team who are involved with the dispensing process will see the details on the 
prescription, but they can expect that other members of the pharmacy team with no role in 
that dispensing process will have no legitimate access to their confidential information.  
However, the patient will, we believe, have given no thought to what may happen to the 
prescription after it has been dispensed, and in particular may not realise that the prescription 
must be sent to the NHS Business Services Authority, Prescription Services, so that the NHS can 
calculate the payment due to the pharmacist.  The records held by the NHSBSA may be shared 
with NHS Protect for the purposes of prevention of fraud, and it may be shared with 
commissioners for the purpose of audit and again, the patient may not have given any thought 
to this type of information sharing. 

This example demonstrates that in order to provide services to the public, there must be 
appropriate sharing of information, and it would be inappropriate (and undesirable) to obtain 
explicit consent on each occasion.  There are already significant differences in whether explicit 
consent to sharing is obtained – we have the situation where a GP can assume that the patient 
has consented when they refer a patient to a specialist for advanced treatment – but a 
pharmacist currently has to gain explicit consent to discuss the outcome of a medication review 
with the patient’s GP.  This opportunity therefore could open the way to harmonising the 
situations where explicit consent is required, keeping these to a minimum perhaps where the 
patient would expect to be asked, but allowing appropriate sharing of information without the 
need for explicit consent, where sharing information will provide clinical benefit to the patient. 
The NHS must therefore be able to rely on a general presumption that if a patient chooses to 
access NHS services, the patient is consenting to the sharing of information necessary to 
provide those services not only for clinical reasons, but also, in appropriate cases, for back – 
office type functions. 

The safeguards introduced as a result of the consultation must be developed carefully, to 
ensure there are no unintended adverse consequences impacting on those who are actually 
delivering individual patient care. 

If the NHS is to enjoy this right to share confidential information without explicit consent, then 
it is vital that the amount of sharing is limited to what is absolutely necessary, and that the 
sharing of information is subject to regulatory control. Our organisations are therefore pleased 
to respond to the Department of Health consultation on the introduction of new regulations 
intended to strengthen controls around the disclosure of data which might potentially identify 
individuals. 

 



Response 

Q1. Are these purposes the right ones?  Are there any other purposes that it is 
acceptable for an ASH to use data for? Please set out what you think the purposes 
should be. 

Yes.  This is a comprehensive list.  Introducing regulations which explicitly limit the purposes 
would provide reassurance to the public that confidential information is not being shared or 
processed inappropriately. 

Q2. Are there any other regulatory controls that you think should be imposed? 

The proposal for a civil penalty for breach of the requirements should apply not only to the 
organisation but also to any individuals that were complicit in the breach.  Where a breach 
occurs as a result of the inappropriate disclosure of information where the disclosure was 
procured by a third party, then that third party should also be liable to the civil penalty. 

The public will also need to be assured that all reasonable steps are being taken to protect their 
data – and the more persons and organisations having the ability to access and share data, the 
more robust the regulatory controls must be – particularly where data may be handled by 
organisations that are not directly involved in the provision of health or social care to the 
patient.  Public confidence may require additional safeguards where data is transferred from 
one ASH to another, and this sharing is for reasons which become more and more remote from 
the direct care of the patient. 

The requirement for an ASH to annually review the data it processes is insufficient.  Any ASH 
holding identifiable personal data (as opposed to completely anonymised data) should be 
required to review what data is being stored which has not been subject to any processing 
during the year – i.e. data that is held for no good purpose, so that identifiable personal data 
that is no longer of use can be destroyed in accordance with the principles of good information 
governance. 

Q3.What are your views on the maximum amount of the civil penalty that we should 
set for breach of the controls proposed above in relation to ASHs? 

The maximum amount of the civil penalty is appropriate where it is imposed against an 
individual.  However, in relation to organisations, the maximum amount is insufficient to 
incentivise the organisation to put right systemic failures.    The penalty must reflect both the 
harm caused to the data subjects as well as the savings that the organisation has made from not 
doing the job properly – in other words, the maximum financial penalties must be set at a rate 
that is going to incentivise good practice, and the penalties actually imposed must eradicate any 
savings made by the organisation in not fulfilling their information governance requirements 
and be sufficient to deter systemic failure. 

Q4. Should there be any restrictions as to the type of body which might become (in 
whole or in part) an ASH, for example, a social enterprise, a private sector body or a 
commercial provider (working under a data processor contract)?  Please let us know 
what you think. 

No.  Provided the Secretary of State adopts appropriate measures against which applications for 
accreditation are assessed, the legal vehicle of the ASH is irrelevant.  Those measures against 



which applications are assessed must include not only fit and proper person type tests but also 
checks that the proposed arrangements to be adopted by the ASH support regulation by the UK 
authorities (for example data should not be stored outside the jurisdiction). 

Q5. Is there a maximum number of accredited safe havens that you would consider to 
be acceptable?  Please give your reasons. 

No.  To adopt a maximum risks turning down an application on an arbitrary numerical basis. 

Q6. What are your views on the level of the civil penalty that we should set for 
providers who do not comply with this duty? 

We repeat the general point raised in Q3 above, that penalties for organisations should be set 
at a level that really incentivises good practice (and we do not believe the proposed level would 
be sufficient), and that individuals who are complicit in any breaches should also be liable to the 
civil penalties. 

However, we would make the point here that if an individual makes a request on behalf of a 
commissioner, that is not appropriate – relying on the powers available (and with the implied 
threat that failure to comply with the request for disclosure could render the provider liable to 
a financial penalty) the individual who makes the request as well as the organisation should be 
liable to action for abuse of office.  Unfortunately, there have been cases of demands being 
made for release of confidential information in circumstances where the disclosure would be 
inappropriate – and so we support a civil penalty for failure to comply with the duty to disclose 
only where providers can be satisfied that there are appropriate measures to deal with abuse of 
office. 

Q7. Do you agree with the circumstances in which commissioners (case managers) 
should be able to obtain confidential patient information of an individual for whom 
they commission care? 

The provider must, in all cases, be confident that the request has been made legitimately and 
be protected from action for inappropriate disclosure if he responds in good faith to a duly 
authorised request.  We repeat the point made on the previous question that if an individual 
senior manager authorises a request made on behalf of a commissioner, that is not appropriate 
– and this is relied upon to demand information (and with the implied threat that failure to 
comply could render the provider liable to a financial penalty) the individual senior manager 
who authorises the request as well as the organisation should be liable to action for abuse of 
office.  If the provider is provided with statutory authority to disclose, and the authorising 
person is personally liable should the request be invalid, then we do not oppose the right being 
provided to commissioners to request confidential information. 

Q8. What controls do you think should be in place in respect of such access?  Please 
provide details. 

As there are financial penalties for failure to respond, a provider must be entirely satisfied that 
on receipt of a duly authorised request, that it is appropriate to make the disclosure requested.  
Therefore the first control that should be in place is that a duly authorised request is deemed to 
be valid, and provides statutory authority to the provider who may rely absolutely on that 
authority to make the requested disclosure. 



The identity of the senior person(s) authorised by a commissioner to authorise such requests 
must be published, so that a recipient of a request will be able to check that the authorisation 
has been given by a named, and authorised person. 

Copies of the requests should be retained by the commissioner for inspection by an appropriate 
regulator (in the same way that those who authorise covert surveillance under the Regulation 
of Investigatory Powers Act are required to maintain records of their authorisations together 
with their rationale, so that they are available for inspection by a regulator). 

As before, the senior person authorising such a request should be liable personally to action for 
abuse of power. 

Q9. What are your views of the controls set out above? 

The controls appear appropriate. 

Q10. What are your views on the level of the civil penalty that we should set for any 
breach of these controls? 

As with our response to Q. 3 above, the maximum amount of the civil penalty is appropriate 
where it is imposed against an individual.  However, in relation to organisations, the maximum 
amount is insufficient to incentivise the organisation to put right systemic failures.  The limit for 
an organisation should be increased to act as a deterrent to those organisations that adopt poor 
information governance standards. 

Q11. Are there any other controls that you think should be imposed?  If so, please set 
out what you think these should be. 

We have no suggestions to make on additional controls, but would wish the system to be 
responsive should the need arise.  Perhaps there should be an Order making power for 
Ministers to respond quickly to the development of undesirable circumstances that arise that 
have not been foreseen. 

Q12 & Q13.  Equality 

We have no comment to make. 

 
 

About PSNC 
PSNC promotes and supports the interests of all NHS community pharmacies in England.  We are recognised by the 
Secretary of State for Health as the body that represents NHS pharmacy contractors.  We work closely with Local 
Pharmaceutical Committees to support their role as the local NHS representative organisations. 
 

Our goal is to develop the NHS community pharmacy service, and to enable community pharmacies to offer an 
increased range of high quality and fully funded services; services that meet the needs of local communities, 
provide good value for the NHS and deliver excellent health outcomes for patients. 
 
About RPS 
The Royal Pharmaceutical Society (RPS) is the professional body for pharmacists in Great Britain. We represent all 
sectors of pharmacy in Great Britain and we lead and support the development of the pharmacy profession 
including the advancement of science, practice, education and knowledge in pharmacy. In addition, we promote the 
profession’s policies and views to a range of external stakeholders in a number of different forums. 
 
  

 


